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(54) AUTHENTICATION DEVICE AND METHOD AND SYSTEM THEREFOR AND STORAGE MEDIUM 
(57)Abstract 

PROBLEM TO BE SOLVED: To attain the valid protection of copynghts and 
the valid use of a work by comparing authorization information included in 
received moving image data with inputted characters and symbols, and 
transmitting an instruction signal for instructing the re-reproduction of 
moving image data from reproduced initial image data to an outside 
information processor. 

SOLUTION: A client divides a received MPEG-4 bit stream 205 into plural 
streams such as plural objects or the information of URL accompanying the 
objects by a demultiplexer 206. In this case, the information of the URL 
accompanying each object is transmitted to an IPMPS 207, and any URL 
information is selected, and an authentication request signal is transmitted 
to a multiplexer 201 having the corresponding URL connected on a network. 
When an access permission signal is received from the multiplexer 201, an 
access can be performed to an object whose access permission is obtained. 
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in** 1 1 m-mwiesse * y whiwimb* is 

tJOTHHx-* £Efi-f 4S«*Ei:. 

x^-E^Exa+SAA^sfc. urESfi^si-J: y 

EEtt«¥Si::«fc4Jt«©E*. EESfflE 
WflHRfcWEX^-E^ttfH&Lfcfc^l::. EES* 
?KlrJ:yif££ftfctett©iIi®'r-$ [ A N b, ffiUBttlB 

e^sm* seeee^ t aflhr * sub* a t £*e 1 1 

cfc^ftEftSBEEE. 
[!f**2] EEEHEt-* l*s ffi(6«F#ft**Lf= 

mif-: si -efesct^isfr i=be© 
[ff**3] «rEX*-E**fee.*i:*!>E*LfcE 

tt^f££WL, WEttE^SIi. fiTES«*SK*yS 
fiStifcHilSx-^lc^^^SfiJffll^PlflfSt. EE 
E1t#SI=Ett**tfcX^ ■ E#t«ikRf 
SSff 5§i**i l=ECa>SE£E. 

[ii**4] eew£*si*. ee»e«t-*©e 
ffl M-$P#£ L < (tffilH w-»»s»4-r set * 
fc*-4H*si keeobeee. 
[n*S5i eee«*si*» «rE»*«#t*t, 

SEBEEEjWBISESt-* ^ ftjffl WE-efeS z. t 
©BE^Mo 

[ff**6] EEEffi#Eli* a«, WEBI*f- 

GllcEffl LTfllEt&ilET 1 — $ 5te. JIS©;* 

A k£J5mz&m LTEEIiiiW 4 - 1 **S 
!££-f 5If**i l=EB©BEEE. 
[If** 7 ] ItESff fJfttt s MPEG4(0f";h7. 

*jjiflrr iwtEwii-riiiswii i=e«©bes 

Mo 

[H**8] MMtSatt-i-f^J-^x-x* 
EI=*«U ElB3flmkl*, EE'f >$-7x-7.a. 

u:beb«@»e*lt. meftEB*****:*^* 

*»«fc^4»*ai l=E«©BE»«. 
[If** 9] m»HIHl»l»«EEflNI*Efc:*-?2 

**t5»®«-r-**Sffi1-4»«*St. BEE«# 
«l= * ygfi*itifeil*f-$ *UEffi»©^-^vx 
$ hT-*©**l=#»-r4#»*afc. BirE»SI*S 
l:J: l J»IS*ifct?vii' hf— ^©5*.. fiJ/flEnT 
ivfr 75? hx-S^garf 5?fife*K 
i. X*-E**A*-r*A**Ri:. EEiMMti:: 



EEA»#SlcJ:yA***ifcX*-E#4:*Jt 
E-f4tt«*Si:* EEJ±«*KI= * 

bbjietokj: ys^s^tfcJSftffliifliT— 

BEEEET-SSBB^ttft©*:*-:?!* h 
ESS. 

[il*Hi o] EEUffiflMltt. URL (Up i f o 
rm Resource Locator) ©1f$gT*& 
£> Z t £4#Efc-f 4B*« 9 l-I2iE©BEgm= 

[it** 1 1 ] *i-e««ee£e * y funiroflHiE 

mlEgfiXx •> «fc y EE * *Lf=»ll«T— * ©-as 

5:=? ■ Ef^AW5A*Xf ItrESft^.-T-y 
^"ic «fc y ftfellliEx— r S< lc^*i4*iJffllf oTIb 
Ei« ilBAiXfy^iyA^iitifcX? ■ fc-*t<t 
Stt«f4ifc«^T-^^fc. frEib«t^ J r-y^«fc4Jt 
3&©SSm. EEflfflttRTUBSiEEX^ ■ E^£A«-a 

eHSx-sfrb. frEaii^T— ^ ^sgs^-r £>«t 5 

So 

[If**i2] EEKHBEt-* lis EE«E^b**i 
fcBHftf 5 -* -e*4ct*1*«ff 4»**i 1I=E 
E©SE£E. 

[»**l 3] EEX* • E***64^i:ftE1tLfc 

eext-^eeu wrEJts^Tv^i*. iiEafix 

x v y ftfciSHEx-'S' l=EE*i4fdEE 
pMHRfc. EEEBXt-v?I=BB**i*:** • E#i 
tJtltt-iwtftlMlff i l=EK©BE* 

So 

[11**14] BE***???!*, «tE»H*t- 

*©s#i»w-«#SL<i*sraw-$#£is£fc-r4;:£: 

[»**i 5] flESHix^-y^l±. SJEJgSffi^i 
SKBE*aiWEMffi«-r-*£WfflWl?* 

4zi t»-r«#taflM- 4 c t ^ 4#m^-r 5ii** i 

1 lcE®©BE^S. 

[it** 1 6] mmmm^vzfit. as. bUeku 

S©^|S]irffifflLrmrEl!iil«^-^^S1iT5tit>. a 
S©^(S] fc LT«E*S»«^*a«r 5 Z 

,k$^at-r4»**l 1(=EK©BE^So 
[If** 1 7 ] «TEkI«^^ -v ^1*. M P E G 4 © t* 
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v hj-aojt^x hu-A^fflLr, WEti 

*»cjibu unaaw^Tv^tt. HE-f^-^i 
-^jfctfWEa«B«t*Lr. «rEfts«*ssiflrt" 

*Ct6««i:-i"4BI#ai i l=EB<DBE*ft. 

WESttXT-y ztiz* y g{i£*ifc®iiHtT-£ £WE 

«»<Dt^5>x^ I-t— *©fc*fc$rtM" *#B*T? 

WEtfBax^i^yaBSiKfcJf^x* i-t- * 

T. S^fJffll'FRrltffit. |tTEA*^.T«y^l=J:yA* 
StifcX^ • E#££JtB-fStt«XT9?i:. 
WEitBx-x <fe £> tfc»fl>6£. WEfUfflffrPTW 8 
fcWEX? ■ E-§-tA<-StLfcS-&l-. iJIES4Xff 
^l- e fcyS*$+LfcJfeft(OiS^7 = -'5 I A N t), WEHII& 
x— 5 £WJ£S£"f &&5tt%7jit WE 
»BBT-***Jifrf = * 

So 

[11**2 0] WEtBBrflHSIi. URL (Un i f o 
rm Resource Locator)' <7)lH$g"!?fc 

gg£BEgM££=rf SBBEvXxAT-fcoT. WE 
WEtit«ffl3gffi** b ?iJffl! ( fWlf $6£ ^trlliiUfe-T-' S» 
WEM**l=J:ySMI**tt:m«T— 

WES«#SI-<tyS«*^fci)il«7 ; -^l=^*^'5 
WfflflFRrllWRt. |WBA**»=J:yA***ifcX*- 
tmtZttmirZitm^&t, BEifc«*RI=J:*ifcB 
OlfilL WEfUfflPF^ISffitWEX^ • E*fctf-aL 

WEBiI» J f-*£S&Sifc-fS«fc5KJi* 

[11**22] £4,1 -3©ffi$8fflUIg§<t. K 



mEltBffiaBBfrbttWWBfttfWBtraitB***? 

HE*fll*BI=J: ya«4*ifc»B«T— **1WBBB 
©t^vi^ hT-^ro^-^i^B+S^B^Bt. 
«FE»B*SI-J:y»B*tifc*^S?xf hT-^roa 

*-&?f£¥B&. 

• B*fc*arf 4A»*«i. 
WE»B*BI=J:y»B*!h.fc*^x^ hx-$©5 

«flJiraitB**fc*?i*x* h-r— *I=HLT. 
SBWBI'rRlflJBi:. WEA^^SI-cfc U A***ifcX 

mJEJ£S*KI-«fc4ifc3£©$§^ WE^JfflfrRllS^tW 
IBX^ • E#£tf-BLfc«£i::. 1»E»£*»I=J: y 

— 3^ x<? h-f— ■ * 1=^**1.4113 
HHWII=**lW 4 WE WKBSB*^ fc ^fi^" 4£II * 

*i-»ffi«flkS£« * y fijrai^tt$6£#t:Ki!ii&f r -s 

££<g-f4g<MM££, 

WESfi^si-«fc yg<i^nfciti®^T r -^i-^^^.'i) 

E# t £ ItB-f 4 ttB^B t . 
WEitii^Sl-.fc'&ifcSt©^*. WE*iJfflI i rWlff8<tW 
EX* • E^fctf-BLfciifclc. WESSfc* B(=J: U 
S££:ftfcte#>©Ii&-T-$frb, WEMHflfr-** 
WSS£-r4* 3 WBrtBflMR 

&3igffi^£&«t-4&m*i£££Jifii-r4gS£ it 

MflF * # -5 - 1 £ * 4 EBBft. 
[W**2 4] BBiWrTOSt^ntf^AtiMM- 

H^rot^yi? hx-SfrbJfjfcjiFft&liiiil&x 

WE»flr*ai= * y ftfltefifeMBB-r-* *iwb«* 

flTE»B*»l=*y»B4ih.fc^^5?x^ hT 1 -^©? 
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metfc»*Bi=J:4ifcB©»». frtE«ffllt*r«tti:W 
IBX^ • B*fctf-»Lfc»fcl=. WES£*BI-* l J 
if±£*ifcteft<Dil«-f— AjEBBBt— $ * 
B*»ft+«*5l=»*t4JB*«**. WEBBBt 

Biff *5 1 * M-ffff 1 bbt 4 sift^ 

IEH!&&o 

[fi#Jis2 5] HlBrff«**t«»©*^5?x^ t-T 

*©ajp/rff$6 t l=»8f ZftM^&t . 
ttCftBfftCJ: y»K**tfctt*©fflBrffa*«a-r 

•assist, 

mUBf S^&Kcfc y ESS *i4fi*©aiBrffai=«t y ff 
B**l4*9 h9-*±©ffSff»i::8L-CSE«#S • 

UtESHt^KK J: ySff**ifcEBEff-*l=i6SLrSnE 
ff ft«S*«2HB L fc»W«#* sgfi-r 4 t . 

mz&m^mz± y §MLfcBprfi#i=*^-c. be 
* *«r sctsfcftfc-ts Bus*. 

[B$£2 6] BEfflffiffBI*. URL (Uniform Re 
source Locator) <Dff BT* ft -5 C t £ 4#B 1 1" £> «*E 
2 5 |ClBK<7)ElIgS. 

[1*112 7] BEtf*©*?^* hx-^^&ff 
fc&cir^Sti-f £»#il2 5 lcfB«©!SEgB. 

[b*B2 8] wrEta^si-^yta**"-*^® 
ffip/rff&£a«T4gfl^f£:£SI-*<i»'*' 4 =■ t *ff« 
1 1 *ff *& 2' 5 |=EB0>BEttB. 

[R*«2 9] WE26«*«li. WEBB©* 

•j&xt i>T-**&«rts*i*BBf s --*«>BffBi= 

c t ^fftf 2 5 irEKOEfiESSo 
[11**13 0] BEBB^BI** MPE64fl)f«;h 

** MflM" -5 - 1 * %® £ 1" 2 5 l=EB©BE 

KB. 

[11*331] aBBBfcffB+4'i' 

tKI=Jlffl. 

webb^bi*. «E-f>*-7x-^jttflmEaffH 
u 



***LT. «TEff««*^&BIBIf^«**S« , <' 
4, 

Sff*«2 5 icEBroBESB. 
[BBB3 2] fflWtt*£Bbtt»fl>*?-?*2 I*t 
— $^&ffB**ii»liB-r— 5" BEBfi©*?v* 

* © tumff a t i=»«-r -a »«xa t . 

ttE#BX8-C»»**Lfctt»rom»rff«£*B*"*« 
9XB&. 

BirtEEgxfiT*E3£ft£tt«©ffiP7rff$Ei-<fc y*B* 

h9-*±©ff««»l=*tLTBE«*£B« 
■*-5BfiXBt, 

IWEBBxB-eBff * *tfcBK«-BI-«* WEffB 

BBBffxBTJBff LfciraB*i=B-3i*'c. BiiiBem 

<DlllR(rffB$^t^^i?x<7 hf-$ ^ffifflpl*ll=t"-i. 

bwxb£. 

[EBB 3 3] h9— $l=ff»LTftB*4t 

5ffft««i:BEBff££*r*"*SE5/XTA-Cfco 

T\ BESBSBtf. 

aiffiffB^frEB©*^** h^r— $frbffj££*i 
5H«t-*£» BEffftrosf-^x* hf-^(D#>» 
Saftfflt^vi^ r-T— *©**©tiii5rffB£fc 
#B1-*#B*Bi. 

BE»B^BI=J:y»B**ifca*roffli5rffB*B?l-r 

bees^-sk* yBa*Jh.-seBfl>aiBiff«i=J: 
B**i**v h7-^±<DiirE«B«Si=»LrBEfi 

BEB«¥»l=J:ya«**ifcBE«*l=JE«UTltrE 
ffBBB^BB Lfc»^r«**»fi+4B«*«t. 

frEaff^si=«tysff LfcSrprfli#i=*^t N "c. h«e 

EB©ffiJ9rff«**t*^5?x^ 
■T-SfiJ^S.!:. 

HlBrff«t*t?BBO*^*^x^ r-x-^A^bffffi^tv 

BE»«*«I=J: y»B**ifc*»fl>ttBfff«*BB-r 

BE»B*SI=J:y«B**>'*BBfl>UlJ!lrff*l=J:yff 
B**i**?» h9-^±©«««»l=»LTBE«** 
B«-r*B«¥Bt. 

SUEiUffi^eic.*: l J B«**i7=BE«*l=*»LrfWB 
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[000 1 ] 

SBH 0) g WeBBEA^S fc 3&S*-&!3»JB6SIiESS 

ai;-BE»aat;EiiEv^f-A3fetfiziBisJ«(*icH-ra 

[0 0 0 2] 

*;Hfc«x-*0)lB«*- 014, **i«-#BLfc 
|c^fB^£ftTl^^v$;u&»^--££s fv^b 

/\-1 0I4, T5?*MWx-**tt*ft***B»l 
1 5tL, C0)£&$fll 1 iZcfcy-rv^iHSfettx— 

8*ibL-C7*-**£iM*u chi*tcp/i p^p 
fl[#««ft»2istu ca>JE»»2 i t*y»fli 

izftft^y^^HWWI^tSfeL. IBBXI4B* 

[0 0 0 3] 1 00)1)11 >**BM>3j-:7vx£ ht? 
fil/SU IBfl^-A-l 0 0)£»SP1 1 I=J31*T#*0> 

>h20|zg5IL. g^^7>h20lCfc^T. C 

AO)-#J<h LtMPEG-4^b- J P-Wo 

[0 004] 0214, «(OMPEG-4^U- J e-0 
|gj£g]T-fc6o 0 2 14, r I SO/ I EC FCD 1 
4496-1 Fig. 1-1J lz£"3l*TfBK£*lfc 
tOtfcU, ^0)»L^lft^l::O^TI4. H SO/ I 
EC FCD 14496-1J iZfclvCiS^bftTl* 

[0 0 0 5] h9— $*£tfLTeai (trans 
mission) J*lfcMPEG-4 Ifv^hU- 
A-^D V D — R A M^F(7)|BSi^ "T-f 7 (st rage 
medium) &fc*ffl*ftfcM P EG- 4 h 
Xh'J-Alt TTransMux LayerJ 

tl ( s e s s i o n 0)513:) , r F I e x M u x J 



vx{7 r-IBSx— h 'J— AlctfSKU S^L, 
S£**U v— * (scene descr 

iptioninformation) l:So"L^t, v 

[0006] fife, 0314, @2^ga^ IBKftLfc 
tt£B«0)BW^EIE*<J&£ VEifc-T 
tj— Alii TIP D a t a S e t J (SfttfHffffiS) * 

[0 0 0 7] 

V hX h U— A!' TIP Data S e t J (^ftft 
£^£i^::ii£T*£, H 2 56 L< 140 3 IzS* 
$tj£T*(4, TObject Descriptor 

sj dfc^T f I P D a t a J Wn±£*ltzt LT 

H»0)S^ffi^0)^|Z F | P D a t a J (COl^T 
(DjiaaA<&**L&t x fcto. TIP Protectio 

[0 0 0 8] t*>5A/, ^0*4^t>-r=i— K**U*: 
rip Data SetJ*7^J*—>a>4«SI+ 
IfcoT T|P Protection] $&§3:SfT^"<& 
CtttpTffiT'fcSA^ C(Di§£(Dfflgi4-ttDr:7U<r— 
2/a>l=H*0>«l31-C*y, fl&0)^U— V— \>ffeO)«« 

[0 0 0 9] 0 2^L<!40 3IC^-r*jST*l4, 

U^CDTh^vx^ Hc»LTBEffi3£fiofc«l::®4ft 
£S£-r&fc#>, BBS/— >*W£*S»t**£*rL 

B#Wl3ff±LTBIE**toSi&.5*<fco'fco £blc x B 

zifbtf*. BSEffia^* > * x ofc^pa»t£i+. fS±£ft 
[ooio] #^(4, ±fiaa) j gsicis^Tft**ifcti 

(DUfcU. m(4, BEffia*J»»fcL. StttiMSO)* 
»<i:flMfc»flF*a)*»ft««tB4tfc*l=, BE* 

[0 0 1 1 ] 

fcBH«^-**s«*4S«*s£:* s«*ai=*y 
£H * ftfcBHB-r-* a>-« * s£*r t , 

Sic J: y A^i 3F4xfcX* ■ E*fc * ik«f ^it^¥® 
itS¥Slc<J:SJ±KO)$sm, WfflWWflltttS:*- 

t^ttf-&Ltzmisiz. w^«icj:ys^a?ttfc» 
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ftmZO 0 0-8 3 2 3 3 



[ooi 2] ±iB©EijESSi-fct^r, dsh^t-^ 

14. E«»*ft**it=»Hillx-*-efc*-i: 

[0 0 13] ±E©EESfil=fcl*"C, fiHitf, X^- 
E#£fc&*CftEttLfcE1I*«£MI=*rU tfc®# 

ait. ft«*«i=j:y»«**tfcttB*T-* 

• E-»t 6 * C t Ll\ 

[0014] ±E©ESEgei-fct^r, w£*ai*. « 
sui. »BET-*a>B*mttH»#£L<i4ffiniitt-» 

[0015] ±E©BEgSi::fci*T, sm^Kte. #J 

tU4\ flHMI*£*l=. SREESEtfttBET-** 
fijffl rIET?.3£>5 C «t £s*f E-§-£i£<tf £ - t tftft $ L 
I*. 

[0016] ±E©BEE«i::fci^T\ Sfli^sii. B 

[0 0 17] ±E©BflEEBI=fcl*-C\ Sfi^SI*. m 
K.(f. MP EG4fflt'7 l-X h <)— AOTvZfX h 'J — 

[0 0 18] ±iErogiSESMi-fcL N Ts malt* me 
it. m*.iz* -o^-y^-^RrsmmM^irLx. 

[0 0 19] **W©S2©BBl::«SBEE«li. ta 

$£%mt5>&m*®t. g«^si-«feys(i$Hfciii 

ISf-^IWt^vif h^r— (=$}«*■ 

-^^S^-tSS^Si:. X? • E#$A*-T-5A73 
»St¥SI=J:y»Ji$tifc^^vx^ h^-S 
©?*>, fijffllt^fc&££fr*?vx? hx-^I^HL 

©$§g. Hffli*Rrirafcx*-E***<-aLfc** 

|?£^EI=J:yB±£*if::J&tf>©S»T-$fr&. 
EEEx— $ * BSB£?" i> «fc -5 SJijjMl^ 

ffl-r * sm^s t sab l fc c t * 4#st t -r « . 

[0 0 2 0] ±E©EtIggl-fcl. , >-C. tBflHWH*. #J 
a.lf s URL (Uni formResourceLoc 
a t o r) ©1taT?fcSCt*<»*U^. 



[002 1] £#|B.Hrog;3©<liJBI-&£>EII7?j£l4. 

»flMM»a*a.fc y suBttRrflMBfc^fcHiBifc-T— * * 

fc»ll«T— ^©-fl*S41"«W*^-T5»3f4:. X? 

»«**ifc»B«7*— *l=£**iSfJBt i raflMai:. A 
£7.^ ^l-ct y A* ^Jh-fcX^ ■ E*t £ itSt-TSik 
«7f7?i. ibB£7.x->^l-«fci>JtK©$SS. fJffll'F 

ic^yii^^^fcJSftroB^T 1 -^*^. bue-t— • ? 

[002 2] ±E©BE*Sii:fe^T. BBE^-* 
14. 01*. 14. E|gfiF#fc*4xfcliB*x— * T-fcS-i: 

[0 0 2 3] ±E©BE£ai=fc^T. S:^ ■ 

E#£ii bfr CfeEfi LfcEtt^T it 
^X-r-v^l4, W^lf. SiXf'y?i:J: | JaiBS*ifc 
MBft-r-^l^^tl-S'PJffll'FBlfllSi:. IBttx^-vT'' 
l=E«S*it:X^ ■ ttttZXMLTi, ZbtiW* Ll\ 

[0 0 2 4] ±E©ElI73^l-fct^Ts !4Xf7^ 
14, ^Jxl4. 141i^7 ; -^roB#P B 1K)-SP^L<l4^^ 
6*1— SP» £ ^ - «!: Ll-\ 

[002 5] ±IB©|g|E7j^l=fct^T. jMftX-x-y^ 
14. aBEEE^a^H*^ 
— ? **JfflPlET?feS - t *S-T«-§-*3lfiSt- -5 - 1 * ? 

[0 0 2 6] ±EaBE2r&E£l*'C, 

i4. Bs.ii. ant. ni«f-$©afffltfii**i6 

-f^-7i-Xj. Ji^©73lS]l-'KfflLTil!)il«f : — 
f£gffi-r-i>ife, jl^©*lR!tj£73iail=ftfflLT*g^ll 

^T.T--V^I4. «1J^.I4s MPEG4©t*-> hX K 

[0 0 2 7] ±E©gEE73ftl-fc^T, ffiffilel 
-yzflt. Mz.lt. ^x-xXl/ffiflriHE^L 
[002 8] *^|Bj©«4©fJ®l-«-i)EE7Jj£l4. a 

F^it^ai;fjffli ( FWit«£#t^^vx^ 

SttfclSBE^-^^aro^^yxi; hT-^roS-^ 
• E^^A^-TSATDX^^^.!:. ^f'^l:.t:y 
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sx^^fcSJiBLfcz.tsfcatrs. ±e©ese 

£j£l-if3l^ mBHtBtt. BS.ML URL (Unit 
ormResourceLocato r) ©IffgT-fcS 

[0 0 2 9] **W©*5fl)ffl®l=^BII-vXf-A 

tt. sLVta«Rrtti=»«**ifc«*ffla8«tBiiE« 

&BEES'X-T.k-C*fco-C EliElgfi**. 1fffi 

bbsb* &*Jffliraiii***fci!iBBT-* 

£SL fUJBSRTfllfttS:* • E^fctf-BLfc**!::* 

b^-^^wes^***?^***^*^ 1* 
?B$asigm^<i:^fi1--i>ji{t^St **B Lfc - <t 

d>&<fcfcioa>«BfflBBB£:, K1ffB«ttSS*i:5 

iM=a«?r*i=i«i4*ifcBia»i:**-r*BiE*>x 

Hffcots BtESBtf* WttfflSBBfr&HiBrltB 
fttffllBfraBBtSfc*:?*** hT-££l£fr«a 
rot^yif hf- >*&B***i.*»BBT-r S< 

b* y»«**Lfc»B«T 

-****©:*-?S?x$ hT— i SKDft^l=»Bf 4#B 

s^-rss^st. S 1 ? • E-§-£A2rf SA^K 
fc. »B*«l=J:y#B**ifc5*-^S?x^ h-r— 50)5 
fc, WBBB11HI*Btr:i-?i?x* KT-^l=HUr, 

E^iSMSWSitB^Bfc, JfcK¥BI=* 6ttlx©$3 

B. ^jfflfFpriff^tx^ • ia^t*<-SiLfc^-&ic. n 
4#S»~*yW4S*ifcteft(01i»-T— $A^&. HiliB 

t— **B*»±-r*«k5i=tt*-r6Bsfi#*. is® 

BT-**BB-rfttt*©*^i?i^ hf->Ct**i 
2> fcB W «B l=*frf 4 ttBBBKB^ fc BB+ 1> BB¥ 
R fc * JIB L fc C 4: fc "f 4. 
[0 0 3 0] #3&ljll©1fI7©B®i::B£EttBftl4* g 
BtfWTOB* ?p ?5 A SEH&fc-t? fc o 

T, ?py5A*Bff-f5HB*, flBBBBBBB* 
y«BBB««*BfcBBBT-**BB'**»B*B 



fc. »«*BI=J:U»B**ifcBBBT— 
SnT-SS^Sfc, • E^£A*)-f -i>A7J3U§:t. 

ItB-rSltB^Bi. ttB#BI=*SttBfl)IS*. 
ttWBBfcA^-E^fctf-BLfcBSI- »£*BI= 

jryn^SHfcifetoroiiB^— £ 

BB^fc£«-*-.s»«¥Bfc£JiB-t5BBfc uris^ 

[003 1] *«wrom8©f]ffii^?>EtiJKf*l4, g 
fi*<3£fr nJtSfc ? o if.7AS1Mftt SEBBttl? fc "3 
T. ^py5i»#Sfi+4BB*. ttiBHMB&tffJBI'lF 
oIltfE^^t^^vx^ |-f- S^fcHaro^vx 

^Kfc. y»B*Jh.fcliBB'T—**«» 

^i^ira^sfcLvf-^vx^ h^— 

£^&fc. X*-B#*A*"f*X***i:. »B^S 

h-f— SKIILX. aBfUfflffFRT 
1f$Bfc. A^^ISI-cfcyA^i^tifcS:^ ■ tttt&itm. 
t&it&^mt. JtB^RKiSlfcBroBS. WBfffiT 

mttx^ ■ Etttf-aLts&t. s£^bi=j: y 

fi£-r5««©7t-^vx^ Ft— $l=BIMi5tiiRrflMRI= 

4 rtBWBBBBB^fcBBrS 
fiTf i>SBfc LTMftStfS^fcSWBfc-*-*. 
[0 0 3 2] #|§Bjl©m9©ffiiJSI-&?.!2iiE8W4. tH 

BBt— * fiilE«a©^-^vx^ hir— 

t> Bt«a©^^2?x<7 hx-^© i &^©aiH?f'tf$gi:l- 

^©aiRff'iff?6^ , &s-r-5ta^fi-t. iiiE^s^Ri=«fc 

yeS4^x4ffiB©aiBr'tt?fil=<ky^*^4^-^ 1-9 

t. BirE2lffi^SI=«fcy3lfi4*tfcBiiEffi-§-lci£^LT 
BIHttBBB^BfiLfcWRrB^^afif^Sfi^B 
UtlESB#RI=<fe yBBLfcffpTB*l=»^*C, 

BI=T4«l»*»i:**B-r4Ci:*1*«fc^*. 
[0 0 3 3] ±E©i21I^SI-fcL ,l T. mrlBaiRfrW^S 
14, •0JX.I4URL (Unifonn ResourceLocator) ©■ttfg'C 
fc-5Ci*<ff^Ll\ 

[0 0 3 4] ±E©§2iH£11l-fcl' N T. frEaa©^-^ 

EBB*ft 4 ^fciSBx-^ X'&hzt L t». 
[0 0 3 5] ±E©&EgEI-fcl^Ts sUEf 
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^s* si=jHirf s - 1 * l.i\> 

[0 0 3 6] ±!5tDg|iEgmi-fcL , 'i:. 01x14, BillSiz 
ffi^Sli. Aft. BEB*©*^** hx— Sfrb« 

-7.$, S«(D*Gll::«ffiLTBEE«T-$*B®1- 
JH LTBEBBB#*B«1"* C fc W\ 

[oo3 7] ±E©siEK«i=feL x "c. bbbb*b 

HJ-A^fflLt. BEBBB^SSiffi-*"*-*:* 1 ** 

[0038] ±E©EBES«iwfeL^r, atoiUBfcftB 

■^4^>$-7i-^*W-JMIU BEBB*8li. 

B«BBI=»L-CBEBEB**BBU BE»B*B 
li. BEBBBaatfBE-r »-7i-X«*Lt. 

[00 3 9] ##§BjJCDmi 0©ffilSl^i)EE^ai±. 
ttBflMRfc^fcBB©*?*** hf-*^&i*4*i 
4BBt-i HEtt»©t^5i* hf-*Oft« 

»«xat. ttE#«xa-e»«4*ifctt*© 

UiHrflWRSBS-f *»«x«fc. WEfUl^tl* 
*i4ff*fl>aHHMII=*y " r-9~?±© 

nwMMit»LTBB«**afflrr*a«xafc. iue 

[0 0 4 0] ##SBJ3£D§n 1 ©OTtffiigEvXf A 
It, 6.4*9 |r&^LT&ffl£*t£ , Hi$BS§t<t 
fSEggt^-^EEvXxA-C'fcoT. BEBES 
tBBH*»£*fcBBa>3|-?5?x* Kf-i>4»6t 
B**t4B«T-*£. OTMRCt^iJxf r*x-* 

jh.f=B»©aiBi*B£Bai-*WfBfc. be«s* 
sir £ y ©a £ *is ffEro aj Bfisffii- «fc y * *»• & * 

-S^ii^ffit. i&E»fi^Ri=*y£«S*ifcBttfc-5 
i=BBLTBfittftftB*t£fl Lfc»pT«#*ste-r* 

•sur. BE««©aji3H*«*sfc*?v** 
sbbrtbi::*- swa^st *bb* * - 1 twtff 

[0 041] *%KfflH 2<DfflHI=^SE11!i<*l*» 
BfiBB*BBf4:?n$f?A**BLfcEBBfl"e* 



flHRS^fcBB©*^!* frS>«BS*t4E 

Ktt*0)*^i?x^ 1-f-: S>eDfc40>aiiJrm«i:fc#B 
^6#?!¥f££. BE»«*BI=* 

mmim*ttti*m¥SLt* BE»B*»i=*yt 

±©«BBSI=SL"CBBB#£Ba-*-42IB*Bi:. 

ttresflt*iRi=J: «afc«**tfcBiHi*i=it»LTiiE 

ftB*B^3IBLf=»Wffi-^*S©-r*SB*Bi:. B 
EBB^ Bl= * l J BBLfcBBB#l=*"3l. x x\ WEB 

S«fl«^Bi:**a*4BB* LTS)fF4#4Ci:£4# 

Bfc+«. 
[0 0 4 2] 

[BBO>3Stt0>BB] BIT, S#BIS#IL6*^* 
BW©»B*:B*©»BB««-*"*. BrF©*K©»B 
14. Rfril Tback — channe IJ LTI2E 

[0 0 4 3] (B109BBBB) B4tt. *BB»»B 
<tBB©»BI=B4M P E G— 4 ^L/-+-?ttvX 

14. r | P Data S e t J Lt T I P P 

r o t e c t i o nj *BB1-4'>^xA1»fc*. 14 

ICityXf AI4. I PMPS (Intellect 
ual Property Management a 
nd Protection System) 207? 

*u c© i PMPS2 0 7(=*y»ff«BBatfBB 

[0 0 4 4] B7lt BE»BI=B-r*$ 5-fT> K© 
tbfl^-f 7P-X-V- hr-feSo KIT. 87$#IL 
£jb<b04lc^v*TA©»tt£ISiliB-f 4. -y— a- 
fJT'14. 7ilf?l/5t2 0 1i<. <&*m£4URL 

(Uniform Resource Locato 
r) tLtURLL URL2, URL3f^oW 
;}..,., — /7 • +M h202~204frb, 3c4fll4© 

flUS*^S»ii-r— $££j3tt" 4. COMll-r— $14* 
C>V-(T> hA^bCD^I^lSCTMP EG- 4 t* hT. 
h y-A2 0 5 <t LT*f 1-9— £ &ftLX<7 T> 
hl-itfB^H^o 

[0 0 4 5] Xf'^SIT'lt, *^-<7>H4. "0— 
/\-cfcyMPEG-4 t*-y rT. H 'J -A 2 0 5 £ g<I"f 
£>„ ZfflMPEG-4t*7UI- , J-AfilSt5 : &t 

?vx? He 14, BftBroBBftSS^flNB (CCT- 

i4. uRLomm mmtxi^. xf^s2t 

14. 2^7>H4. Sfl:I*MPEG-4t'-yFX 

h'J— A^Trv^uT^uf -y-2 o 6icj: yisrot^v 

x^7 h-V>^*ll=#Bt4«B (URL » 
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Hz(*BM"4URLfl)«att. MP DatajCD* 
h'J— AT*fc£ r l PMPS StreamJ <»-U£ 
LT I PMPS 2 0 7lZ&b*l&o 
[0046] Xf'^S3T'(t I PMPS207l:is 

o(DURLO)it^^s«?-r^o cttii, mis* l£fE# 

ot I PMPS 2 0 74<S*iLTt«t>fit^ 
[0047] Xf^S4T'lt SiRLfcURLa>1tt& 

■y— /^5^JtJt-rSU R L*^o-y— /<2 0 1 izSftL 

■cBEttaii^^affi-rs- t-o>ai«i::ii* 

ftai'S/^^^^ "V*^ (back-channe I) 
1 XI±/<v$^**;U (back-channe I) 2 

[0 0 4 8] xf^S5i?il i21*ft$I<I-^£gttEi 
ofc-9— 0 1 4*&7£-feXttRlffi#6«3!***iT< 

:7s edit*. Br£SPJIrt^7^-fexfffpr«**afiL 
3&^ofc^-&I±X-T^^S7lCjit7 e 
[0 0 4 9] Xf-^^S6T?I±, 7$-fe*firPMM-<D» 

57^-bX*RTftl=r4. I*. 7^-trX 

8. 3j"-T-f * ■ t*ya7^ ■ t=>— # 2 0 9, TT^v 

x^7 hf^cx^ u^2i otf7-?)W?[s5*)-2 0 6 

©tea* h'J-A (IP*). 7£*XffrPHt^«fc y 
7^-bX*flFpI**Lfc^^vx^ h©X hU-A) 1=7 

[0050] -15, *tV?S1X*\*. 7^7-tlX=i>h 

t«^fcK*y, v->'fa^'J^ 2 0 8, 
•x^5t* ■ t*va7il/ ■ ^=1 — ^2 O 9. 

2 1 otfT^u^L/^-t^ o 6 0>Ra-r 

4*HJ-A (IP*,. BE*tt«Lfc4<7^-feX»pr*« 
[oosi] xf'^S8tlt Mt^vx^ H=tt 

B-rSURL<D*a4<fc4^Sfr*«BL. ^lURL 

oflffliyfc*iii^f ? ^ s 3 i=h y . & it*tii-aa)«i 

[0 0 5 2] •>->^*-^7-f^>fiI»2 1 1 
|± % >-> ■f^^'J^208, r-f * ■ tfv 
i7i^f^209, *?vx^7 hf^^7 U Zf$ 
2 1 Ofr&ttt&SftS^--*^* - ^^ 
ny^H v<7&W£'rtOo ca>«5. 7^-bx»RT*<» 

tfil^U lo-et7^-feX»Rr3^»&*tft^ofc*^ 



[0 0 5 3] £TF. ±^Lfcga«a^l30lNTM!^PSS 

[0054] MPEG-4t % ; WhU-Alt 
x£ hi|M£<Dt:y hU-At$)5 TE I erne n t 
ary StreamJ ( E S ) CDF^£tS££*T <5> r E 
S_D esc r i ptorj ^"^vx^7 h SS^E 

ro D D escr i ptorj £^t7o C d 

-C. f E S D escr i ptorj SUM* f"OD_D 

escriptorjl:, U ^E— h 7£ -feXOfc *6(7)=i 
V> Kfc7$4zXjfe£Jt£-rau R L<7)1f$S*<#£;*xT 

[0055] 0514. iJ^-h7$*X£l&8Tf5tBI» 
HT'fc^o @5(Cfcl^T. rDAIJI*. TDM IF 
Application Inter f a c e J tmt 

f| SO/I EC 1 4 4 9 6-6 DMIFh^i^ 
>hDMI F Application Interf 
acej (Dfil=K«**lTlx5fctf>. CCT'li^^f 

So 

[0 0 5 6] £fc. MPEG-4t^;hX h U -Al*. 

("elementary streamJ (ES) Cl&t 
l£Lfc-T =3 — y<D|i®lCOtv-C0't$ffi^^ TD e c o 
derConf igDescr iptorj £#fro ^ 
(D fDecode rConf igDescr i pto 

rj it. «ofr<z>^-$g*ro*3ft(*^fcy* -^<D*£> 

^(D-OlZX h U-AIf^tl tfy h^upSt r 

O/l EC 1 4496-1 FCD 8. 3. 4 D 
ecoderConf igDescr i ptorj CDIg 

[005 7] S1 TDecoderConfigD 
e s c r i p t o r J 0>HM£^lf So 
[0 0 5 8] 

[SCI : DecoderConf igDescriptor] 
aligned(8) class DecoderConf igDescriptor 

: bit (8) tag=DecoderConfigDescrTag { 
bit (8) length; 

bit (8) objectProfilelndication; 

bit (6) streamType; 

bit(l) upStream; 

const bit(l) reserved=l; 

bit (24) bnfferSizeDB; 

bit (32) maxBitrate; 

bit (32) avgBitrate; 

DecoderSpecificInfo decSpecif icInfo[] ; 

} 

[0059] ::r% x hy-At&ftSE'Ji*. siio) td 



(10) 



ftBB 2000-83233 



ecoderConfigDescriptorJ^ * 1 5 1*4. 

7^If*fl)f-^Sft'fc4 r s t r e amT y p [0 0 6 0] 

ej (DffllC*-3U-Cff5o r s t r e amT y p ej 0 1 1 







0x00 


reserved for ISO use 


0x01 


ObjectDescriptorStream 


0x02 


ClockReferenceStream 


0x03 


SceneDescriptionStream 


0x04 


VlsualS tream . 


0x05 


AadioStream . '. 


0x06 


MPEG7Stream 


0x07-0x09 


reserved for [SO use 


OxOA 


ObjectContentlnfbStream 


OxQB 


JPMPStre.im 


OxOC -OxlF 




0x20 - 0x3F 





[006 1 ] ftfe. mi it. T | SO/ I EC 144 
96-1 FCD Table 0-1: strea 
mType ValuesJ l=*frLT* ZU>mi&OWM 
IZ®^(D r I PMPSt reamj £fB9Jt" &tzfo(D fit 

fflBI*. MSO/IEC 14496-1 FCDJ 

[0 0 6 2] E}4ir^-Tcfc5^. * h 'J— ACD[S]££^: 
t77?tfc?) [DecoderConf igDesc 
riptor. upSt r eamj " 1" £>B#14* 
yXf AI4, £ 7 <f 7 > hffiflfr bif-Affl'J^* h U - a 

5 T u p s t r e amj (flttlglzfc&o 
11 CO Tupst reamj <DttJB£ fUffi LfcCSItfl 
|J rback-channe MJ i B?-5^ i: IC* 

[0 0 6 3] ffi^<Dff±B#(4. TDecorderCo 
n f igDescr i ptor. upSt reamj 
[j&2: IPMPJIessage] 
class IPMPJ/lessage 0 ( 

unsigned int (8) IPMPSJypeCount; 
bit (1) hasURL; 
int i ; 

for (i = 0; i <: IPMPSJypeCount; ( 
unsigned int (16) I PMPSJType [ [ i ] ] : 
unsigned int (32) offset [[i]]; 
unsigned int(l6) length[[i]]; 

} 

if (hasURL) { 

unsigned int (5) lengthOfURLbits; 
bit (3) reserved=0b1 1 1 : 

unsigned int (lengthOfURLbits) lengthOfURL; 
char (8) URLStr i ng [ I engthOf URL] ; 



— A^K&t" £ TdownstreamJ (DftB^fo 

&i#£(4. TDecorderConf igDescr 
i p t o r . upStreamJ S" l"i Lt, &g 
fe-T— ^ fUR L 5fc^ T u p s t r e a mj "^<£>RfTlI 
Tb a c k-c h a n n e I 1 J ^ t l J . 

[ | PMP Management DataJ (^IfE 
fllflfSlfffi) £ M PMPSt reamj 4: Ltf- /\ 

ffljic&y, 'j^- h7^-trxi^4 y u r LSfcfrbis^ 

[006 4] Si \Zf^t r I PMPSt reamj 14. 
n pmp_esj t ri PMP_DJ (D^f&^i~ 
5 D r i pmps_esj <D&*i4-3icD r | PMP_ 

Messagesj^b4^o 5t2l4 I" | PMP_M 
e s s a g e sj (DttL&MT: & * 
[0 0 6 5] 
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) 

for (i = 0; i <: IPMPS_TypeCount: ( 
char (8) IPMP_data[length[i]] : 

) 

[0066]<2l=il*T. r,PMPS_TypeC [006 8] *fc. r,PMPS_D]l4. r,PMP 

ountjtt. lift 4 ri PMPS t y pej 0)&Zm De sc r i p t o rj frbttt. I P M P 

W.u*ll:J:«.llftilPMP8tW*«^ Descriptor] B. fi^Telement 

r,PMP messages] 14 ary s t r e a m s j l=ttTfittfll* • P M PflHH 
«ft». PMP'SU-Mimm. *LT. r , PMP 

[0067] ft*. URL*»S*nr^*Ji*l*. Descriptor Updates] 14. * 7 

ri PMPS.TypeCountj ItOZW. 5?x * H ■ 5V -J • * HJ -A (Object 

ttttftttlt-Cfc* 1 SB*. SfcJ H©**. Descriptor s t r e a m) © SP fc Lt 

r , P MP_MessageJ ©ft*) U 1=. ftWCHMA Wt**-*. * 3 14, M PMP_Desc r i p t o 

^W5riPMP_MessageJ^#ILtS r Upd a t e sj (Dfi2«S^t. 

«+*Cfcl=ft4. [006 9] 

[jE3: IPMPJ>escriptorUpdate] 
aligned (8) class IPMP.Descr iptorUpdate : uint(8) IPMP.Descr iptorUpdateTa 

g I 

unsigned int(8) descriptorCount; 
i nt i ; 

for (i = 0; i <; descriptorCount: [ 
lPMP_Descriptor d[[i]] ; 

] 

[00701 *31=61^ TdescriptorC 414. r | PMP Je bc r I p t o r j OBI« 

o u n t j I*. M$r£*l3 r 1 PMP__D e s c r i p JF"f. 
torsj (Dft*»bU *fc. d C i ] (4. fci- [00 7 1 ] 

0(D r I PMP_D escriptorj e * 

[j£4: IPMP_Descriptor] 
class lPMP_Descriptor 0 { 

b i t (8) I PMP_Descr i ptor_ I D : 
unsigned int(8) IPMPSJypeCount; 
bitO) hasURL; 
i nt i ; 

for (i = 0: i <; IPMPSJypeCount; i++) { 

unsigned int(l6) lPMPS_Type[[i]] ; 

unsigned int(32) offset[[i]]: 
unsigned int(16) length[[i]]; 

} 

if (hasURL) { 

unsigned int(5) lengthOfURLbits; 
bit (3) reserved=0b111 ; 

unsigned int (I engthOfURLbits) lengthOfURL; 
char (8) URLStringllengthOfURL] : 

] 

for (i = 0; i <: IPMPSJypeCount; i++) { 
char (8) IPMP_data[iength[i]] : 

I 
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[0 0 7 2] S4lrSt^T. ri PMP_De sc r i 
p t o r_i Dj It. ft r I PMP__D e s c r i p t 
o r J |Z@%OS#T*fey. TES_D e s c r i p t 
orsj It r I PMP_D e s c r i p t o r I 
DJ ^{Eot r I PMP^D escriptorsj£ 
#SB"f4o T | PMPS_T y p e Co u n 

t J It. r | PMP_Me s s a g e J -(?ftS**lfc* 
£4 I PMPS0)$t£St>'fo 

[007 3] B6lt URLjfcT*MI^URLffiffi*<&4 

**fl>RRB3ft0fl** , *"B"Cfc4. fc3b\ g}6l*2P£ 

&4i§-&. 3RBC&oT*4RBl::ftoT*<fc.L*. * 
fc*" 80 6 1=61^1** r | PMPS t r e amj 
Ltt^ftl^ U*-hH££*l4*:7vx£ h (Ob 
j e c t ) |zB-f4 r I PMP^ESJ r I PMP__ 
DJ ffi % TSceneDescriptionStre 
amJ^TOb jectDescr iptionStr 

hT^-izX^^SCtlts 5fcl::RSJLfcH5<D*£iH 
«K!fc4. 

[0 0 7 4] fiUh* MPEG-4©t % ; W h'J — AO 

[upstre amj (DttflL BP*>. 

(back-channel) 1 £ ffi^ LfcBIHBil: 
OUrSKLf:^ dCDcJoft Tback-chann 
e I 1J fcttffl^BRfflSI*. iJTJU*-fA0>t*^ h 
X HJ-A|i£B#l::fcl-t4 T u p S t r e amj ffiST' 



liSltt^v^TAt'lt Tback-chann 

[0 0 7 5] LfrLfctfb. 5 s — **M>4t***-C* 
fback-channelU 1= fcltSfflfeMB 

0) Tback-channe 1J £RI+ 4 - £ L 
I*. 

[0 0 7 6] f^t\ ca)SS16a>»JB-e(±. mpeg- 

CHlSBTFtM* Tback-channe I 2J fcOMJ 

[007 7] Tback-channe I 2J £ 

LfcRH«aa*RW^*ffIJ^ fback-cha 
nne I 1 J t Tback-channe I 2J 

4t— **£iIEl!#Ma>B«£#*.5. fM p EG " 4 

RequirementGroupJ 0)#E^-"C{*. U 
AS££$filf&^ Tback-channe 

|zg^5UT Tback-channe I 1 J £ Tbac 
k-channe I 2 J |Cfclf4$£x— £ U 

[0 0 7 8] 
[«2] 



SEE 



back-channel 1 



back-channel 2 



IPMP U*-^7* 



IPMP xm^T^ir 



3000 - 5000 bits/a 



100-300 ins 



>500m6 



12 back-channel 2 CD^BffSlct'r-^ 



[0 0 7 9] -CT's ISEO^^CO^S I PMP'J^ — 
h7£-tl7>T*l*. 100-500b i t/Frame)^ 
^f-^i^3K-5K/s e c 0)$e£^ -f >T*5aS 

■r5^fcaS«aE»IBa)RSfcft4. r « PMP__Me s 
sagej =r— r I PMP_D e s c r ipto 
r J x— ££U RUSSIA 4 Tback-chann 
e I J l-J:<5 Tremote content acc 
essj ©JSJI4:Lra)d e I ay-bandwi d t 

[0 0 8 0] *fc. tKR4>4-7$?x0 hflDBHaW-RUf 
<&1MhT-l*fc<. tt»lc»5Ci:ta3S**i*. 



<44. ZOtzth, stre amffiSfc2EfRl»l-tM658ffl 

ai^prffiftBR^ttt^a h ^i*- rback-cha 

n n e I 2J *ffll^:»4<fil^ 
[0 08 1 ] JUT. ("back-channel 2J 

1£g I PMPA**T^-trXCDfc^a) !"b a c k-c h 
anne!2jlt 19 4 ■ tSf £ 9 S*W(C|*MP 

/O (RSIBAtBA) ^f^-71-X^^Lfct 
CDlc*4o 

[0082] Z^t:, rback-channe I 2J 
0>5feiZ, Ktf-f X^l/^f i*fAmfi3 

>tri-^tt*2 1 SBIalttt I PMPS 

2 0 7 tlC}f^f4o C<D«JSl=i3l*T. 3>t°n-^ 
«$2 1 4 1*. BK©*IS^MJ-A*fl)*75z9 
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httOmU^m^ J PMPS 2 0 7frb£l+» 

y, ^ts^f'f^^L/'i'i^t^o J £ 

l=«B**ttT. BB***7*-fe*a-K*BBEft 

t©A*fllB3Wl PMPS2 0 7l:IJQ^s 
tft^yi^ H::a*"57$lrX£l^tt»(::*"S« 
[0 0 8 3] ::-eit «B0B*««r*«ft*«fc 
LT*lffc*<. CUMtfryt. BS-tf. CATVd)^- 

[0 0 8 4]'*fc. »*fc«fcoTI±. *ftBE*t©B 
»|zfe^TA*Lfc7^-bxBBf3«B»«i:1»**»«L 

PC Car d$=]>t 0 3.—?S*2 1 4f*J0)PCM 
c i A-<>^-7x-XlcMLiiA/-e. 7£-fe*gEEK 
!&SftWa* I PMPS2 0 7(CjiaiLT. d"^vx£ 
H3»^47£4zX£ftWttffil-LTfc«fcl\, 
[0 0 8 5] fcfc. BftttB*BEB*B#fcftBB*< 
£*BEfcSa>»£li. xh'J-ASioW^v- 

So 

[00 8 6] ^G>J:5I=» ^0>^ffi<Dfl2KII~£*Uis ffl 
ifelCJC CT Tback-channe I 1 J Xl± r b a 
ck — channe l zj 

tfLT*J:l*U 5^X^Al*l«-caB*BB*»**Jt 
LT*Bft**B«** * 5 13 IX ti J: I*. 
[0 0 8 7] &LtG>«fc3l::. 2affi«)Rfi:5 Tback 
-channe I J $161+5 Z 1 1=* y > SUMSO)*^ 

BEffiSSSgSW" 5 z £ t? * So 

[0 0 8 8] (* 2 ©SgJfiKlB) J2l±lftWLfc«fc3t. 
mi <DSgK»ffil^*5^"CI±, S»MPEG-4^l/-t 

0)5 4 U R L * fto-fr- LTBEttBB 

SKI^ Tback-channe IJ 



Ttt. ("back-channe IJ (DffiCDfM^SU 

oivcBB+S-fce**. 

[008 9] B8l±* 02. 3IC*JLT. *fMt£B % > 
XfA( IPMP System86) fc^^S/x^ h 
^—^ja^^ p_ ft]ffi)SiJ (IPMP Stream F 

low Control83) t&hUTitzMP EG- 4 

^_ ce)BBB^LT1^4. 
[009 0] B8I1* UMlzfcltS rr^-trx=]> hP 

yjM*»i=B«ufctiO)-e*«. zkdh sinker, s 

t?M PEG-4tfyhXb U — Alt D e m u x Lay 
e r 8 1 T4^0)t?vi^ Kf- *I=5MH2*U Sy 
n c LayerB KX h U — Aft* 

■l=B* ■ H»**t*. 

[00 9 1] —15. IPMP System86lt D 
emux LayerSI ^#»£ih,fc£fr*fiMtif* 
«/rlz»BS4ifc*ft««B*5*"r4^^ 

vx£ I-t— *05BEffia*iTl\ IPMP Stea 
m Flow Control8 3 Pl{t-§-£ 2£ Lt 
t?vi^ hx— *fflS:7D— SH9£fH\ Comp r 
ession Layer8 4 \ZX, ^^"^vx^ hf 

-$ii«-^^vx^ hf-^srof^-yt^^^ 

Composition Laye r85l:t, W.^^ 

So 

[0 0 9 2] ^IC, *:7vx$ h^— *ffiS7P— ftjffl 
t, Test Condition #1<t#2(02O 

S^lfT. BftLi^fct-iBBOKBtrft. 

[ 0 0 9 3 ] g 3 l£. IPMP System (I PM 
PS) tSt ream FlowControl <DlfU£ 

So 

[0 0 9 4] 
[S3] 
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IPMP 



Test 



Plan 



Testl 



Test 2 



Test 3 



, SJCeiSJCv) 

1 i 1 

MPEG-4 



i SJU) 5/CW | i StGt) S/Cv) 



lr 1 \r 



MPEG-4 



hi 



MPEG-4 



IPMPS1 



S{HS, (Cm)) 



IPMPS2 



Test 4 



, S/Ce) SJCv) 

I 



MPEG-4 



IPMPS1 



T 



IPMPS2 



T 



[009 5] CCDg3(Cfcl>T, hi l±. IPMP 

SystemtfSftLftt^ fXH2lt I PM 

PSi«itaWfFtt-r*«*. ! PMPS2 

t£lti<#Sr4*^. fx Ml* IPMPSUIP 

MPS2(^I^SSt^ip^l-tl'^o 
[0 0 9 6] #13. |fX hl3fcl^TAia*-r*ffi^ 

RXS, I PMPSIfcl PMPS2fl)fiilO)aLM:^ 

TttW1"6. £1% S3T*li. Unprotected 
Text Object Strea m£" t " £^ 

iL, Protected Audio Stream 
£" S 1 (C a) " Protected V 

i d e o S t r e am£" S2 (C v) " t^LX 
^Lt> S1 (Ca)ffllPMP System 
£" I PMP.S 1 " £»«U *US?^WD»*ftT- 
jitASCI I code " x" iOXOR (l» 
ftlffl) <DIS**" SI (Ca) atL^„ ffi^tS 
g5*-l±A SCI Icode " x " T% tB*(4. *U 
v^UCDft^bx-St" x" chCD" XOR" 
[00 97] S2 (Cv)ffll PMP Syst 

em£" IPMPS2" i«8L * 'J v^UOm^b 



Oraeefid Error 



f-$tASCI I code rt a" t0XOR(D$S 
S2 (Cv) iLTUSo #oT«BMr— I4AS 
CM code " a" T% Hi* I*. *"J v^KDtt 
^| b ^_££» a" XOR" <hfc£o &2b\ " G 

raceful Error" £14. p r o t e c t e 
d object strea m*jE*l3^F~ T^Kt* 

;frr3)£" fatal error (Stfp #J vXf Al7 
-) " -T?(4£<. WJLIi. Protected V i 
d e o S t r e a m(7)ii'&0#X. " Grace 
f u I Er ror M lt ra***l£lVI . ^ L < 

14. rsL*ifcliffi^S**3h'*J i^7-"Cfe^ fl t- 



G r a c e f u 



E r r o r 



[0 0 9 8] 14 14. IPMP(0Verif icati 
o nfX h£>=i >T-f va yt^^^—Z Z^LtzmX 

[0 0 9 9] 
[*4] 
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§ 


Coatftioo 

Q 
Sl(Ca) 


Test I 
Unprotected Text 
Protected Audi) 


Tesl2 
< — 
< — 


Test 3 
< — 
< — 


< — 


c 

(3 


jA^v 


Protected Video 


< — 


< — 


< — 
yes 


c 

11 


1PMP-ES and IPMP-D 
IP Identification 
Data Set 


yes 
yes 


yes 
yes 


yes 

yes 


yes 


c- e 

~ 6 


IPMP-S 1 
IPMP-S2 


none 
none 


XORVforSl(Ca} 
none 


none 

XOR 'a' for S2(Cv) 


XOR V for Sl(Ca) 
auk a I or ox^v—vj 








Embedded 'key' 


< — 


< — 




#1 


none 


& constant delay 






Test 
Condition 


n 


none 


User interaction 
& non-fixed delay 


<—. 


< — 




\ Synchronization 


yes 


yes 


yes 


yes 


Expected result 


Ct; pass 
Sl(Ca); error 
S2(Cv); crr<ir 


Q;pass 
Sl(Ca); pass 
S2(Cv); error 


O; pass 
Sl(Ca); error 
S2(Cv); pass 


Ct; passs 
Sl(Ca); pass 
S2(Cv); pass 



[0 1 00] Z<Z)S4lc33^T\ h2£^frf£it 
§ x Test Condition#1 "CI4. ft*? v 
x>7 hXhU-AlztoTIEftft*-**. fc I 
PMP System (! PMPS1, IPMPS 
2) t*y. A-3t*fc*^i^ hXh'J-Attft 

[0 101] *fc % TX h2^S^T-r^ii^. Test 
Condition #2TI4. ft*?2/x(7 r-Xh 
iJ-AlzfcoriE***-^ fc&frtftl PMP S 
ystem(IPMPS1, IPMPS2) fcttft 

■y 5 — f >£^-r^ oTiEftft*— £A* 

U Aot*fc*?5x5hXhU-At r^Blj LT 

[01 02] 09 1*. MPEG-4 System P 
1 a y e r ©-«<DI*»«ffi:?P 94*9=? A£ 7 

f-t0)TdVJx I PMP Systemit^vi^h 
H7P -*]» I4*@8 L T fc So 
[0 103] S-f. *>3>fr&e»**l5M 
PEG-4 System P I a y e rOA L JPi 
Execute () I*. «MtfE5?3.-jU*l*tttB 

fflttft££m\ -r-: 4o DM I F 
I ay e r^Se r vice module LT 
0) F | exDemux-9 VCcfcots AA**l5MPE 

^.y $Hf>«f — $ ?7f;U4. —MCD^—^&t L 
TgltS&bft. ALManager92^tSJh5 B 
[0 1 0 4] ALManager9 2 ft SAT. t 

->pb4t^yif hf-^ #J;U4. ifTtf-r- 



vx<7 hlBMISffix— 5*14. BIFSDecoder9 
3^. Iff*, ^"r— *I4D e c o d e r 9 4 

[0105] Bl FSDecoder9 3#.tf D e c o 
d e r 9 4 TMt^**lfc;>- fcf *V h 

e s e n t e r 9 5^Me d i a S t r e amf-5 
iaSSP (3FHS) ^ ^tt^-M e d i a Object 
data (Video, Audio data)(D 

[0 1 0 6] IH1 014. ±l2-2tDx-£ffl3I^a-tzX 
^ffiBSfcLfctro-efcSo -CDE11 Odfcl^T. F I e 
xDemux91l4. M P E G - 4 tf V h * V U —A* 
glf^U. &;*:?vx£ h^r— £S0)e I e me n t a 
r y s t r e am (ES) |Z#tf-£ 0 f Lt, ALM 
An age r 9 2(4. &*?vx^ hf-$fi(0ESj 
K*fel^fJL. BIFSDecoder93S 
IfDecoder 9 4(4. *3j-?5?x* HS0)f^I 

x— £S?Me d i a S t r e a mtf^J&cffU P r e 
s e n t e r 9 5 14. Media Strea m"T — 
MediaStreamlmp: :Fetc 
h () " Ma^ffl^T. f@*<D*?Vx£ hx-SAB* 
IBHB*fft\ Kf-^Ji v-VSI^ 

[o i o 7] si i i4. B#^psa>T ; -^ffiscij^^"r 

STfcSo -OS 1 1 £JBI^T. P r e s e n t e r 9 

-f. Xf'^S 110 1 |C&1>T. System PI 
aye r O&ffiftMKitSffi***. ("*dwCu r r e 
n t T i me) . *<DflSC:*-5lvt\ Xf^^SI 1 0 
2(CfcLNT. fiWSf-i 1 (AU) 0>£WB#Fb1 (T i 
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meStamp) ^System Player BftWliZ 
&g L (->dwT i m e ) % *>=r v ZfS 1 1 0 4 Clfc 
l^T. &&R*M (dwCurrentTime) 
*5£-r— * (AU) ©SJWffSIB (dwT i me) ££ifc 
R1"So lfti¥^f-$ ( A.U) (D&lffl&fiSJ (dwT i 
m e ) iKfiBtFiH (dwCurrentTime) 

^■efctiif. x^fy^si i 0 6izjt^ StS0)v-> 
ftrtteatirLv J&if^f-^ (au) (dsjwbsm 

(dwTime) rt*3*£BSR3 (dwCurrentTi 
me) «fey«r-Cfe*Lli. (ttlHW^i/ 
->**»IBI=nBlc**)3Si:^T-* tflBr) t LT. * 

u) *9mnm-tz>* 

[0108] Hi 214, 011 lz^LfcB#MHBffiSI- 

CCDIU 1 2Clfcl N T. Object stream(A 
U 0 ) (4. A r r i v a I ( A U 0 ) Ofe&X'. B t F 
SDecode r93gL< 14 Decode r 9 4CDD 
ecoding But f er120l tftik 
x3-K**iT, x>3-K»l=ttlO**tfcllia3*nBD 
TS (AUO) <7>&£-C, Presenter95(DC 
omposition Memory1202 b 
*U S/->*rt*IBCTS (CUO) <DB#£^b. V- 
>£j££ft5o t Lt, ^< Object strea 
m ( A U 1 ) DTS ( A U 1 ) (D$tf&X*D e 

coding Buf f er1201^bCompos 
it ion Memory 1 202^t$^ CTS 

(cui) fr&v- >*&j££;(x6 0 

[0 109] ca>cfc5ic, si 2^mtti4. hi 1 f-fc 

l^T. Decoding Buffer1201 ["felt 
SBtPelDT Stf. 5?ISfl)att^ d w C u r r e n t T 
i m e \>JMt Lt, Compots i t ion Mem 
o r y 1 2 0 2 ICfilt 5*180) ->->^fifcftlHC T 

[0 1 1 0] Hi 314. HI Olc^LfcM^n-l^ I 
PMP S y s t emXO^M^U^tz^CDX&^o * 
ft#JiZl4, VLTO&StetttM&'nzto F I exDemu 
x 9 1 tfMP EG-4bf^ hX h'J-A*Slt»y. # 
7j-?vx£ h^f— £=g0)E I erne n t a r y S t r 
e am (ES) |C#W\ ALMa n a g e r 9 2^t 
?vx<7 hf-* «fl) E S *f □ - K»tti:»it*t 
C5$-C?I4. Hi oiHfllUfci. fit, al 
Ma n a g e r 9 2 T'^lt b^fcTl-^ v x 0 b^r— Sfr 
b, 4#I= i PMPBiai»«lC*-5^T. protect 
e d s t r e a m^Jis jE^^-COA* - HE« 
0 I PMP S y s t emi&S^fr^o ^LT. B I F 
SDecode r93MDecode r 9 4 
;7vx£ hT— ^HCDxa— Kt" 57^— £f?T'fc£>Me 
d i a S t r e a mJS^ILt, P r e s e n t e 
r 9 5tf. ffl^0)3*-^vx^ ha>B#BBSSS*frl\ 1 > 



[0111] ::t\ LT. S4iz7FLfcxx h 

2£gftLfci§*&Kfclt5T estCondition 

#1 fc#2(D^^vx^7 hf-${ni7o-»]aii^ 

l^TRBB"#"So £*f * Test Condition# 
1 0)^j£r*l4. *HBfiS<DfiHHI4# I PMP S y s t 
e mSlZ-SCDSIEt Ltf3- ^e^btl^CD-e. 
|8(DCompos i t i on Layer84^ I 
9 (DP r e s e n t e r 9 5 T*I&J&£ tt^KBT'feS £ 

■lifiz&fti*. 

[0112] — Test Condi tion#2 
<D*S£"eii. , 6lTa)J:5l-&4. Hi 4(4. fXh2$ 
Test Condition #2 -CUfr-f 5*^0) 
I PMP S y s t emCDiaS^ISB^Lfc^P— ^-V — 
hT'fc^o £-f. XT"y^S 14 0 1 IZfc^T. A LM 
a n a g e r 9 2 T*^=l- K*ei=»«*3|xfc«^^ V 
x£ hg£>X h»J— ix*»5o -tLT, Xf^S 1 4 

3* tut, IE2iJft*-ArtTM4ftfrofc**l±. Xf 
3/ :7S 1 4 0 3 izMfr. protected stre 
amOSMLSl^ HOLDtSo *fc. lESft* 
-A*J#fcofc*i'&l4. Xf^^S1 404l:I^ P 
rotected strea m(D<Bflc£frl\ 

[0 113] f X h2?Tes t Condition 

tT^*L5«^l=tt. jE*ft*— h U 
— AI4 suspend^, — 2k non — prote 
c t e d stre a m^ffiOKI^IE^ft ^r— A*l^ «fc 
oT«n-mKS*ifc* MJ-Alt*0fa-y«l. 

fg N 5fc<7> suspended strea m#IE^ft^ 

iBfiHffll4* =&protected stre a m^(7) J. 

ft<. *f-ffiaSBBftjST*tt. -T-ei^dwT imetfd 
wCurrentTime ^i^crTl^ ^ <t b^L 

5o 

[0 114] d 0>i§£. Hi 1 &1/H1 2^&8HbA^ft 

dwT ime^dwCu r r entT i meJ; l Jt<!:^ 
5fTfa-K4*if, *fl)ftl¥Sf-J (AU) * 

tt^»lzoiNTI4. >***-sh. Set 1*6 l^o C 
£>cfc Test Condi t i on#2 CD^&T: 

14. -»©-r— : S4«IH3l^*Lr L*l\ 18t5 3>f 
> *V ^ fitDfr - i: ^T? £fc < ft 5o 
[0 115] =fiT8»aa)J:3ft" p u s h" 

SOT-^iSm-e(4. »*ttfcl*|B»l=JSi:fcH-*lPlx 
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SvXfAtf-^*glt40)t, Test Cond 
i t i o n #1 *+»»JST**fctoWBIifcl*. 
[0 116] LfrLfctf*. tfWS#Jf^ 

*fr6loa>3>T>^*a«LT. KfcBEfti::. t 

st Condition #1 T?li&fi&J£T*£&^ 
U Test Condition #2"CI*WR-B 

^a^f^^lzfiUTtt, BE»BS*iTl*fcl*ttBT? 
4k -»<D3J-^VX{7 hf£l+*p r o 

tec ted st r e amiltg r a c e f u I 
error t LTW££ - t i<RT«-C*5tf* 
^ 4k Test Condition # 2 T* 

it. a«-BEtt^n**wB--rsfcto. att%(±. -t 

»SZfc^t?*ftL> 0 CtDcfc^l^s «B#A^ S4DA N b 

[0 118] -»tt&«*»aa>-oi±. ■ be& 
(D&m&onmm^ 1^47^ v u-m b*& 

*-/<B^5-fT>hB^»7^U4r— >a 

[0119] LfrLfc*<tK MPEG-4ftifa)*5U 

*/x>7 h3>f>^^I6SU R L (U n i for 
mResource Locator) 5fcfr b #T v— 

[0 1 2 0] *Z"C. *m2(Dj|J£ff2filT'l*. ^CDcfc^ 

Btfctpt, »i ommmmvmmLtz rb a c k-c 

hannelj (Tback — channel 1J "£tz 
Iirback-channel2j) LT. 3 > 

[0121] *y#u*»i=H\ *»2a>B«»BcfcL* 

ri*. iftOttffltliM P E G - 4 t* h X MJ - A * 
aitffi^Tv— >S±ffiai" h (downstream 



mWt&) MPEG-4t(Dba 
c k channel Mtttot, *-B*& 
tr-/*tK£tf$B£Effi-f £ (IP*). Hi fcSLfc*? 
&Upchannel information Tr. 
EE ' SJ5M*B* U P s t r e amffiltS) -tt\ 

fi|lH*f5ffl»** IPMP System Inte 
r f a c efc#lz#3frr*C£i:fcy. ^P^-MM 

[0 12 2] £©±51^ B2<DBB»ttl3j:iili. S 

BlC*oT\ ?l£*;fc«tt*#*JI+*il*ofc^itf 
[0123] m2(7)HJfi^lllcfcL>Tli. BEffl 

Efl-tl— /^67^*X»RTSt65<D-e4#J:l^U * 
fc. MPEG-4^U- J T-0)^ ^fclESS:*— *< 

[0 12 4] fcfc, **BBI±* «k0>«»fr6«***t 

[0125] ±B(B*B©»ttl=«*KBXI** 

«*#i*BBXtt***. *frUBI=««BB*4*B 
LfcBWcfci. 

[0 12 6] &tz. ±Ir20^S6O^g|lzS^^M^ffifg 
li, ^p{f5Aa-K*BBLfcB«Bftt^xA« 

SHMigea^fcTi— £ (XliCPU^L<liMP 
u) Wtt!««l#l=ft«**Lt^ny5 Aa - KftK» 

BB«l*e*4«ft±CDBB*Bfifcr*. 
[0 12 7] ^P-y5Aa-K*««6-r5fcftC0E1ta 

3fettftT-fX£* CD-ROM. CD 

-r, igf-^ *»#tta>y^ U*-h\ ROMl 

So 

[0128] *fc, a>ei-*4<B*aft* x &K^m 

Lfc^P^Aa- K ^m^J-t Z> Z t \z £ y *&BGm 
*a>«B#BB**t4*£©**&^ ^?p^7A 
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